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check in advance, you cash
the check, and your bank
tells you that money is in
your account? Sounds like a
safe deal, especialiy if it is a
cashier's check, which is as
good as gold. Right? WronE.
Here's what crooks know,
but you may not: even when
a check is credited to your
account, it does not mean
the check is good. A week
or so later, lf the check
bounces, the bank will want
the money back. And you,
not the fraudsters, will be on
the hook for the funds.

It happens to tens of thousands of people
every year. "Buyers" send a check for more
than the full price to sellers of cars or other
items on Craigslist and other online classifieds
sites. "Employers" send a check to "new hires"
to buy supplies needed to do the job from
home. Sweepstakes or lottery "winners" are
given a check to pay taxes so the award can be
delivered.

All of these are scams involving counterfeit
checks which are often altered versions of
business checks from real companies.

Fake check fraud is a huge problem, with
cornplaints to government agencies and
consumer advocacy groups doubling over the
last three years. Millions of fake checks worth
billions of dollars circulate every year.

"Fake check fraud is an exploding epidemic,"
says Elaine Dodd, Executive Vice President
of the Oklahoma Bankers Association. "More
education and enforcement to stem this
problem are clearly needed."
This study by Better Business Bureau (BBB)
details the wide variety of frauds that employ
fake checks.

Flere are two things BBB wants
yol! to know and tell your
friends absut fake check fraud
1. Having the funds credited to a bank account does

not mean the cashed check is valid.
Federal banking rules require that when someone
deposits a check lnto an account, the bank must
make the funds available right away * within a day
or two. But the bank aiso has the right to recover
the money from the account holder if the check is

counterfeit. lt is only when the check works its way
back to the bank that supposedly issued the check
that it is discovered to be counterfeit.

2.Cashier's checks and postal rnoney orders can be
forged. A cashier's check is a check guaranteed
by a bank, drawn on the bank's own funds and
siilned by a cashier. Cashier's checks are treated as
guaranteed funds because the bank itself, rather
than the individual account holder, is responsible
for paying the amount of the check. Cashier's
checks are comrnonly required for real estate and
brokerage transactions. lf a person deposits a

cashier's check, the person's bank must credit the
acccunt by at least $sOCIO the next day. The same
holds true for postal money orders"
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What are fake checks?
Fake checks are simply counterfeited checks, usuaily

copies of business checks frorn real companies. Three
different types of financial docurnents are commonlV
involved in fake check frauds, regular checks, cashier's
checks, and money orders. Some appear to be created
in lhe U.S. and Canada, but rnany ar-e shipped in frorn
overseas and then sent to victims.
" The regular fake check purports io be from a business,

and usually contains a real account and routing
nurnber. These are not handwritten, and they look quite
professional. The name of the business will appear on
the check, and they often include a phone number as
well.

" Fake Cashier's checks look like they are from a bank or
financial institution. A genuine cashier's check is a check
guaranteed by a bank, drawn on the bank's oir,rn funds
and signed by a cashier. Cashier's checks are treated
as guaranteed funds because the bank itsell rather
than an individual. is responsible for paying the check
amount. These are commonlv required for real estate
and brokeraqe transactiorrs.
Most financial institutions have seen counlerfeit
cashier's checks using their Information. Iie glt_cg.qt_
CEml]_Lr,eller ollne_ 9Urrelgy has issued an alert about
fake cashier's checks

. Money orders are issued bv banks ancl the United States
Postal Service. These are effectlvely a cash substitute.
Money orders can be cashed al a bank and postal
money orders at a post office. They are printed on
special paper with watermarks to make them difficult
to counterfeil. _The PCSlilSeff4se has iSEUed an_Al-eI!
on how to detect a fake money order or a money order
SCAln.
Fake checks are used in a variety of frauds such as

mystery shopper or nanny "jobs", as well as prize and
sweepslakes scams. What the scams have in common is

that victinrs have to send monev to the fraudsters. After
depositing the check, victims are asked to quickly wire
money or buy gift cards that eventually make their way to
lhe fraudsters before lhe checks bounce.

Regardless of the format, the checks usually look
professional and convincing. Fraudsters have been known
to obtain the narnes and account information of legitimate
businesses by fishing inside mailboxes with sticky tape or
even stealing entire rnailboxes off the slreet, hopinq to find
business checks inside. Crooks then scan and Photoshop
checks.

High quality check stock is easy to obtain. Fraudsters
oflen replace the phone number on the check urith a
number they can answer if someone calls the "business" to
see if the check is legitimale. To test the aclual vaiidity of
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a check, consumers should not call a phone number
printed on the check but should instead look up the
telephone number for lhe supposed source of the
check and call directly to see if it is real.

Relevant check laws
Under both Canadlan and U.S, federal banr<ing laws,

when someone deposits a check, the bank generally
must make funds available in day or two, although
there are exceptions. For cashier's checks, a bank
must make the funds available within 24 hours if
the check is for less than $5,OOO. ln practice, banks
usually credit accounts right away. lf the check is
suspicious, however, they may put a hold on it.

Crediting the aceount does not mean that tile
check is valid. lf the check is written on an account
from another brank, and most fake checks are, the
check musl go from the bank where it is deposited
through a clearinghouse, norrnally operated by
the Federal Reserve Board, then back to the bank which
has the account tne check is written on. Only then can
anyone in the banking system establish whether the check
is legitimate. Aithough this system is now more likely to
be automated, il can slill take two weeks or more before
anyone can determine if the check rs valid - whether it was
actually signed and issued by the bank or business that has
its name on the check.

Who are fake check fraud victims?
Young people. Fake check frauds affect victims of

all ages and income levels. However, the Federal Trade
Commission's Consumer Sentinel complaint daiabase
shows that the biggest age range for victims are those
between 2O and 29 years old, at 2l percent of the total.
By contrast, less than 10 percent of the victims were 70 or
older.
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From Consumer Sentinel 2015-2017

that millennials are most likely to be victims of fraud.
Snnall businesses. Check frauds affect not only individual

consumers, but small businesses as well. Tl-re Arrrerican
Bankers Association survey for 2016 found thal bank losses
from small business accounts increased to 22 percent for
fake check fraud, up from14 percent from two years before.

Lawyers. Some sizable law firms have lost hundreds
of thousands of dollars to collection fraud. The attorney
deposits a fake check from the client's "debtor", deducts
their legal fee and use a bank-to-bank wire transfer to
send the remaining money to the supposed client. lt is the
rare lawyer who has not come into contact wiih this fraud.
Fraudsters may even do careful research on the lawyer or
law firm to make the solicitation appear as legitimate as
possible.

Banks. Those depositing fake checks are responsible
for losses when the checks are found to be counterfeit.
Banks can take funds from vrctims' bank accounts or take
collection action if ihey do not have enouEh to cover
the losses. When victims don't have the money to cover
fraudulent deposits, banks may end up absorbing the
losses. FDIC insurance does not cover losses due to theft or
fraud.

lf a check is fraudulent, the company that has its name on
the check is not liable as long as it has no knowledge of the
fraud.

The person who deposited the fake check is responsible
for returning money to the bank that made the money
available to the depositor. This is explained in the Deposit
Account Agreement people sign when they open a bank
account. Of course, victims have a right to sue those who
defrauded them, but fraudsters are often difficult to find.
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A St. Louis college student, lsayas, was looking for a
part time job online, and found an affer to hire him as a
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mystery shopper. He took the job, and received a very
professional-looking letter outlining his tasks.

lsayas got a cashier's check in the mail written on a
credit union in California for $1,987.22, He deposited
the check in his bank, and the following day the money
was credited to his bank account. He was told to go
to McDonald's, Subway or Starbucks, have a meal, and
complete an evaluation form. Then he was ta go to
WalMart and send money twice fo addresses rn Seaff/e
and Tacoma, Washington. He withdrew cash from his
account and sent $885 ta the two addresses specified,
filled out the evaluation form, and sent it back.

Then the bank informed him that the check was no good
and wanted the money returned. His family helped him to
set up a payment plan with his bank. They then reported
the fraud to the police and to BBB.

Kathy, from the Chicago suburbs, was contacted an
Linkedln by someone impersonating a competitor of
her employer. Kathy had heard very good things about
this company, so she was excited. The person she was
dealing with used the name of the real head of HR at
the company ln addition, the email she got looked very
professional, and the email address looked like it was from
the company.

Kathy interviewed over a chat feature and was offered
a job. She was told that she would need to buy office
supplies, a laptop, a printer, and other items needed for
the work,

The impersonator emailed several checks to Kathy so
she could buy these items from the "company's vendor"
in Huntington, West Virginia. Kathy printed the checks and
depasited them into her bank. Kathy says she waited until
her bank told her the checks had cleared, and then sent
several paymenfs fo the "vendor" through Western Union.
She senf about $2,OOO in all.

After that Kathy's bank completely froze her account
- for three manths. The checks did not have the correct
routing number for the company for which she believed
she uras working Kathy reached out and tried to contact
the real companJ4 but never heard back.

Kathy reported this to the police and BBB. She never
received the supplies she had sent money for, and never
heard any more about the supposed job. Kathy was
surprised by the level of detail the crooks were able to
provide, and urges people to be extra cautious, especially
if a check is involved. She adyises people to never take a
job found online without meeting the employer in persan.

Pam is a 71 year old retired nurse near Dallas, Texas. ln
May 2Ol8 she received a phone call from "Mike Lowry"
telling her she had won $2.5 million in the Mega Millions
Iottery Pam thought about how useful the money could
be. She haped to pay off bills and help some neighbors
that were short of money.

She received a check in the mail for $5,OO0, and was

told that she needed ta send part of that money to pay for
expenses for her winnings.

She deposifed the check, and the bank credited her
checking account. Pam first bought a $esOO money order,
as directed, and mailed it to an address in Sf. Petersburg,
Florida. She a/so went to Western Union and sent another
$IFAO tu the same person at the same address.

Several days laten the bank notified her that the check
she had deposited was invalid and she needed to pay
the bank back. Because she did not have the money, the
bank took her Social Security check for partial repayment,
and told her it would cantinue to take her social security
checks.

Because Pam's only source of income was social
security, this hit her hard. She vvas unable to make her car
payments, and even had to go to a food bank because she
could not affard groceries. Her church helped her with her
rent so she would not be evicted.

Since then sfie has received ather calls claiming she has
won a lottery. When she does she gives them a piece of
her mind and hangs up.

Auri, a college student in Oakland, gat an email about a
job at her college email address. The school often sends
along job postings, so this was not unusual. This one was a
very-professional looking offer by "Pepsico" to hire her to
have her car wrapped with an advertisement for Mountain
Dev4 promising they would pay her $25O per week to
drive it around. Auri took the job in order to get more
money ta pay her tuition.

Auri received a check in the mail for $4,85O. She nzas

told to deposr? $4,OOO into the bank account of the "car
specialist." She deposited the check and was able to
withdraw $3,5AA the next day which she then deposited
into the account as she had been instructed.

She uras able to withdraw another $5OO the next
day and she suggested that she could just pay the car
wrapping company the cash when the car was wrapped.
She got a text message back saying she should go to
WalMart and buy a $5OO iTunes gift card.

This made no sense to Auri. When she asked why she
should buy a gift card, she did not get a straight answer
She realized that this might be a fraud, and called the
police and BBB" The bank account she had deposited
maney into was already closed with the money gone.

Auri's bank wanted the $3,5OO back, and she did not
have enough in her account to pay it. She arranged a
payment plan with the bank, and is still paying aff her
/osses.

She urges others not to trust emails, even if they seem
to come from your college, and to do research before
getting involved in an online employment offer

Connor is a college student in Kansas. He saw an ad
online offering to pay people monthly if they would have
their car wrapped with a beer brand logo. Connor texted
the number and received full instructions by text message.

He received a check in the mail for $1,95O. Connor went
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to Walmart to cash the check. They wouldn't cash it, so he
took a phota of the check and deposited it in his account
using an app. The bank initially credited his account.

The scammers asked Connor to send money by Western
Union to the company that would wrap the car. He
refused, because he had heard of fraud involving money
sent that way. He offered to pay cash to the company
when they arrived to wrap his car After a few days,
Connar's bank withdrew the money from his account.

The scammer got angry when Connar told him that
the bank said the check was no Eood. When Connor told
him he was going to fite a report with BBB, the scammer
threatened to report Connor to the FBl.

Connor was fortunate that he didn't lase any money, but
wants others to watch out for this type of fraud.

Cornrnsn Frauds that erffip|sy fake
checks

For fraudsters, the possibilities are almost endless in
how they exploit people's erroneous belief that having the
money credited to a checking account means the check is
good.

Mystery Shopper Check Scams
The most common frauds that employ fake checks

are mystery or secret shopper frauds. Police and other
agencies across the U.S. and Canada roulinely issue
warnings about this fraud.

Those operating this fraud contact victrms, often by
mail, offering lobs as rnystery shoppers and enclosing
fake checks. After receiving a mystery shopping check
in the mail, victims are directed to deposit the check into
their own checking account, then to mystery shop a retarl
location, often Walmart. Consumers are told to wire part of
the money from the check they received, write up a report
on their experience at the store, and keep the "remainder"
as their pay. For example, if the fake check is for the sum
of $2,500, the victim may be directed to send $2,1OO and
keep the "remainder" as pay. But the checks are fake, and
the victim is simply sending his or her own money to the
crooks.

Walmart shoppers and that it

trains errployees abcut common scams such as fake check
fraud, even rewarding employees for spoiting and stopping
fraud transactions.

ln more recent varlations of the fraud, scammers mall
fake checks and ask people to visit drug stores or other
retailers. They ask "shoppers" to buy gift cards, take a
photo of the numbers on the back of the card and send the
photo back to the fraudsters trefore completing a report
about the shopping experience, After being supplied with
the gift card number, fraudsters sell the cards through
underground marketplaces.

There is a real mystery shopping industry, but checks
typically aren't sent in advance to shoppers. Businesses
may hire people to visit a retail location, make a small
purchase anci report back. This allows businesses to
assess customer service, cleanliness and other aspects
of a business location, Most of those engaged in this
business are part-time workers who are paid after work is

completed.
This industry is organized through the Mystery Shopper

Providers Association (MSPA). The MSPA is regulariy
contacted by victims of these frauds; Sarah Saar, the
group's executive director, says that it hears from as many
as five to 10 victims dailv. ln addition, the fraudsters often
impersonate the MSPA or its members.

Here is one mailing MSPA received from a victim. ln
addition to falsely displaying the MSPA logo at the top of
the letter, the "company" also falsely claims to be a BBB
Accredited business. The letter notes that a cashier's check
for $2,367 is enclosed. The recipient is directed to keep
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$257 as pay for the work, and go to a local retailer such as

CVS, Kmart, Lowes, Home Depot, Costco, Kroger, Safeway,
Rite Aid, Best Buy or Target to make a small purchase
for $3O or less. The recipieni was then to go to CVS to
buy for.rr $5OO MoneyGram money orders and ship them
by FEDEX. The recipient was instructed noi to teil store
employees about the mystery shopper job.

Here is a batch of mystery shopper scam letters the U.S.

Postal lnspection Service seized before they could enter the
U,S mail.
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Check overpaytnent scams
Fake check frauds appear to have originated with this

type of fraud, and tlrei'e cotrtinue to be large numbers of
complaints about it. The FTC issued its fi{.s'Livalninq about
fake checks in 2AO4, and it was about this type of fraud.
ln overpayment scams, fraudsters contact people who
are selling cars, boats, and other ilems over Craigslist or
other websites and offer to buy them. They claim that a

third pai-ty owes them money, and this third party will send
a check to pay for the rtem. The victim gets a legitirnate
looking cneck that is for more than the sale price. The
fraudsters ask that the victim send them the difference
through Western Union or MoneyGram. There is no real
buyer -- it is just a fraud to get the victim to wire money.

Fraudsters carr review Craigslist posts frorn anywhere in

the worlcj, so it is an easy way for them to find potential
victims. Craigslist has falrly prominent warnings about
frauds, even stating directly: "Don't accept cashiery'
certified checks or money orders - banks cash fakes, then
hold you responsible."

Ar-iother variation of this fraud involves a seller who
reqr-iests that the buyer send a check to a supposed third
party that will ship the car or other item. Victims do not
realize that they are sending money to the original fraudster
or a co-conspirator.

Fraudsters often engage in a variety of scams. For
example, Christopher Nduka, a Nigerian man living in

Toronto, was-1ndicted for operating check overoayment
frauds, mystery shopper fraud, as well as sweepstakes
scams. He senl mail to victims from Canada, and collected
the vlctim funds in the Toronto area.

Law firm collection sqarns
Lawyers are often contacted by someone in a different

country, usually by email, from someone who claims that
a U.S-based business owes them money. The lawyer is

assured that if they collect thls rroney they w]ll receive a
fee. The law firm reaches out to tlre "debtor," which sends a

fake check to the law firm, supposedly to pay the debt' The
law firm deposits it, and the "client" directs thern lo deduct
their fee and do a bank to bank wire transfer to send the
remainder to this supposed client.

Other variations on this fraud may invoive a supposed
d i vorce sett I e m e n t. B ot h t h e Ameu-c.en -Eqr-Assssla$ o n

and the CalifqIlxl.=-a B.Er have rssued warnings about this
lype of fake check fraud. Note that the sums involved in

these lawyer-centered frauds may be far larger than those
in m5r51sry shopper or other fake check frauds'

Jlm Grogan, the deputy administrator and chief counsel
for the lllinois Attorney Registraiion and Disciplinary
Commission (ARDC), says that fake checks continue to
be a big problem for lawyers. ln fact, twice in the last
three months they have been alerled to fake checks that
supposedly are from the ARDC itself.

The case of Ernlr.gltuel E&helef rnay help iliustrate the
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scope of this problem. Ekhator was living in the Toronto
area. He was part of a ring conducting this type of fraud,
one that targeted lawyers in both the U.S. arrd Canada,
claiming money was owed from a real estate transactron,
tort claim, or divorce settlement. Law firms received checks
supposedly from well-established financial firms But the
phone number on the checks was a number that went to
a co-cot'tspiraior, Yvette Mati-rurin, vrho "verifiecj" tlrat ihe
check was legitimate. Victims wired the money to bank
accounls in Asia. Ultimately, this fraud raked in more than
$7O million

Ekhator was successfully extradited from Nigeria,
pleaded guilty in the Middle District of Pennsylvanla and

;
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was sentenced to serve IOO months
in federal prison. He also had to forfeit
properties in Canada and the contents
of Nigerian bank accounts and pay $11

rnillion in restitution.
One of Ekhator's co-conspirators.

Yvette Mathurin of Canada, had a guilty
plea accepted on May 29, 20'18. She
has nol yet been sentenced. Another,
Kingsley Osagie, pleaded quiltv and Was
sentenced to 57 months in federal prison.

A Nigerian living in Canada also
was successfully prosecuted in the
Middle District of Pennsylvania. Henry

Okpalefe was convicted after a bench trial. He and his co
conspirators stole over $23 million from law firms across
the U S He and his co-conspirators had victims wire money
to Asian bank accounts, The fraud operated in Canada,
Nigeria, Japan and South Korea. He has nol yet been
sentenced.

Car wrap scams
BBB receives many complaints from victims who are

approached via email or social media to "shrink wrap" their
cars with advertisements for energy drinks, beer, or other
products in exchange for a monthly payment, often around
$2OO per rrronth. Fraudsters tell victims that companres
are happy to i:ay for this type of advertising. ThE FTC haS_

tj.5u e{ A_wel4jXS_ebg,ut ca r wrap_qcanls-
Victims receive a counterfeit check, which they are told

to deposit, and then to send money through Western Union
or MoneyGrarn to the company that will supposedly wrap
their cars. But the check is counterfeit, and by the time
victims realize it, they have lost the money they sent by
wire.

Energy drink company Red Bull reports it has reached
out to the FBi about this problem. The company's website
posts a warning about this and other types of fraud using
its name, stating "Red Buli does not do such advertisrng at
all and never asks third parties to brand their private cars"

There are several businesses that really do pay people
to place ads on their cars. Greg Star, one of the owners
oF ecrvg4lge,CAfl in Delaware, pays Uber, Lyft and
other drivers to wrap their cars for hospitals, colleges or
businesses like Buffalo Wild Wings. Carvertise typically
pays drivers $1OO per month for periods of time between
two and twelve months.

Star says that they never send people checks, instead
sending drivers to the locatlons where the5z have their cars
wrapped with an ad. Carvertise itself pays the company
that wraps the cars. He also says that scammers have
begun impersonating his business and that they hear
from victims once or twice a week. He says this has been
a growing problem that rnvolves victims who are may be
rrulnerable.

Nanny or saregiver scams
Fraudsters often advertise "jobs" for nannies, babysitters,

caregivers for the elderly or disabled, housekeepers or
tutors on Craigslist, at Care.com or at other job web sites.
Those who are "hired" are told that they need to buy a

wheelchair or other equipment for job purposes. Victims
receive and deposit
the fake check, and
then wire money to
a supposed third
party to get the
equipment needed
for Ihe ]ob. But
there is no real job,
and those who
respond lose their
own monev.

The FTC has
both a sglls!{_rner
wrrring and
a short videq
explaining caregiver
frauds and how to
avoid them.
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Care.ggn0 is one of the largest forums for caregivers,
operating in 20 countries with a membership of more
than 28 million people. They regularly hear about these
frauds trying to operate on thetr system, almost all of
which involve fake checks. This company appears to be
making efforts to prevent frauci through its services, and
the complaints ihey receive have dropped by the "high
double digits." Care.com warns its client base about
frauds and how to avoid them. Both potential employees
and employers have to create a profile to take part. The
company closely examines the "digital fingerprint" of those
joining their service. For- example, they try to see if the lP
address of the computer matches the location claimed in
the profile.

Care.com reports that all new members receive an email
that directly explains how frauds work and how to avoid
them. They repeat this by sending monthly emails to all
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their clients repeating these fraud warnings. Care.com also
has a gafel11ge4le{ on its site with more tips and resources
for their clients.

Sweepstakes and lotteries
This type of fraud was addressed in a June 2Oi8

Better gjJsingss Bureau_gtudy on prize and sweepstakes
fraud. This is the thiro most common type of fake check
reported to BBB Scam Tracker (after "fake check fraud"
and "employment").

Victims lypicaily get a letter in the mail announcing
that they have won the Publishers Clearing House lottery
or another major sweepstakes or lottery. The letter tells
them that they have wen a large surn of money, and need
to cali a phone number to confirm their w'innings. The
fraucister explains that money is needed for taxes or other
costs before they receive their winnings. They are told a
check is enclosed with lhe letter to cover those costs. The
victim need oniy deposit the check and send the money by
Western Union or MoneyGram to a third party to pay these
expenses and then receive their prlze. But there is no prize,
and of course the check is fake. Here is the E{9 rrye{ning_
on p_{!ae-_ffagd;.

The U.S.!_ostaI inspect;on Se Le_gA$ed stopping
and seizing over a million pieces of sweepstakes mali last
year, with counterfeit checks tirat had a face value of $62
billion. USPIS issued this statement:

Foreign lotteries are illegal in the U.S. These lottery
solicitations are almost aiways criminal scams
designed to dupe victims into sending money to
the scammers. Using the legal process, lnspection
Service screeners interdict illegal lottery mailings
and protect victims from criminal misuse of the
mali. ln FY 2A11, interdictions removed ],OB3,9O3
illegal lottery solicitation leiters detailing 4,723
different scams. Often these letters contain
counterfert checks or money orders. lnspection
Service screeners interdicted solicitations
containing counterfeit checks with a face value
of approximately $62 billion. Approximalely 963

Canadian telephone numbers used in the illegal lottery
scam letters were terminated as a result of these
interdictions.

Srnall business fraud
An American Bankers Associatlon survey found in 22

percent of the cases, banks lose money because of fake
checks where the victim is a small business.

Fraudsters may use fake checks to "pay" rn advance
for goods and shipping costs. For example, one banker
related thai one of their customers sold paintings online.
They received a fake check, but dio not ship the paintings
rlght away, learning later that the check they received was
counterfeit.

Other complaints describe how businesses received
checks made out for more than the amount owed for
services provided and then were asked to send back the
overage. These frauds often target photograpl'rers, sending
checks and then asking that part of the proceeds be sent
along to another party supposedly involved in the wedding
or other event.

A re,aen! gBB,_$tl,xsy of frauds affecting smali business
identified fake checks among the top five scams that put
small businesses at risk,

other types of fraud
The frauds discussed here are not exhaustlve. BBB Scam

Tracker also receives a significant number of reports of fake
checks employed by frauds offering loans, government
grants, and even in tech support frauds. in any transaction
where a check is involved, consumers need to remember
that money credited to a bank account does not mean the
check ls 9ood.

$'
'j
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Why does this fraud work?
The public wriles far fewer personal checks than in

the past, thanks to alternatives such as debit and credit
cards and online bill payment services. With the deciine of
personal checks comes a dec[ne in knowledge abotrt how
banks process checks. Just as a iack of knowledge can
create a target-rich environment for frauds, more robust
consumer education about checks and their processing
may heip prevent such check fraud.

Victims beiieve that they are protected because they
think they lrave been provided with money in advance of
the actions they are being requested to take. By reinforcing
this beliel scammers build trust and alleviate concerns that
the deal might be a fraud. And once consumers confirm
that there is money ln their account, they are far more
willing to proceed.

Whc frs hehind fake check scaruls?
Nigerians and nationals of other West African countries

appear to be deeply involved irr fake check frauds, though
others are likely involved. Every prosecution of fraud
involving fake checks that BBB is aware ol where the
victims respond by sending money. has involvecj Nigerian
fraudsters. Nigerla is the most populous country in Africa,
and rt has an educated population, but many of its citizens
have few job prospects. Moreover, Nigerians have migrated
to countries around the world.

The presence of fraud is an issue of concern in Nigeria,
and the country's Economic and Financial Crime
Commission (EFCC) not only actively works to prosecute
frauds in Nigeria, but also cooperates with law enforcement
around the rvorld.

Several steps are required to make this fraud work.
Someone must create the checks or receive them in the
U.S. or Canada. Then they must be mailed to potential
victims. Finally, someone must collect the money sent by
fraud victims. These steps may be undertaken by fraudsters
in the U.S., but also rnay be the work of money mules or
other co-conspirators physically in the U.S or Canada. ln
short, those engaging in this fraud are very organized,
and may have a variety of conspirators that make them
successfui.

This suggests that there could be organized crrme groups
operating worldwide to conduct fraud. The same groups,
or even individuai fraudsters, usually engage in a variety of
frauds.

For example, a June 2O'lB indictment in Mernphis,
Tennessee involved business email compromise fraud
diverting money from real estate closings. But it also
charges that the African defendants, nationals of Nigeria
and Ghana, were also involved in "various romance scams,
fraudulent-check scams, gold-buying scams, advance-fee
scams, and credit card scams."

Many of these fake checks are shipped to the U.S. and
Canada, often from Nigeria and elsewhere in West Africa.
A 2O1O lnternational Mass Marketing Group study, "Mass-
Marketing Fraud: A Threat Assessrn_gnt " found:

Law enforcement intelliqence indicates that fraud
perpetrators routinely send counterfeit financial
instruments through myriad countries and alternate
therr roules and shipment methods to circumvent
law enforcement and customs investigations. Recent
investigations by Nigerian authoritres have resulted in
the arrest of check-carrying couriers preparing to board
flights to South Africa, the United Arab Emirates, the
United Kingdom, and the United States. and in the seizure
of bulk packages of checks destined for reshippers in
France, lraly, and Spain.

As noted, law enforcement makes serious efforts to keep
fake checks from entering the country. But some are being
created in the U.S. and Canada, and interdiction does not
catch all of them.

How do crooks get money?
Flnding a way to get money back from fake checl<

victims is integral to making these frauds successful. The
FTC reports that the most common way of obtaining the
money from the victims is by wire transfer. Most of the wire
transfers are sent through Western Union and MoneyGram,
which are by far the biggest piayers in this money-sending
market, each having outlets around the world.

Recent cases against both companies by the FTC and
Justice Department alleged that they were aware of large
fraud problems, that fraudsters themselves had become
agents of each company, and that both failed to take
effective action. MoneyGram settled with the FTC in 2OO9,
paying $18 million in restitution, and resolved a case with
DO..l in 2012. Moneygram denied allegations that it knew
about the fraud. Western Union entered a iolnt settlement
with the FTC and DOJ in 2C-17 and agreed to pay $581
million.

The fraud was effective because wiring money is like
sending cash - as soon as the money is picked up, it's gone.
Victims have no ability to get their money back as they
might have had if they used a credit card. Both companies
lrave since significantly inrproved their procedures for
handling money transfers, and have made real efforts to
keep fraud out of their systems.

For frauds involving larger sums, such as those in wnich
lawyers are the victims, fraudsters may request the money
be sent by banx-to-bank wire transfer. These transfers can
be difficull to reverse.

Fraudsters are shifting to having victims buy gift cards,
especially Apple iTunes cards. They often ask victims to
buy the cards, scratch-off to reveal the security code on
the back, take a picture of those numbers, and text or
email that photo. Wlth these numbers the fraudsters can
quickly cash out the gift cards. There is apparently a large
worldwide underground market trading in gift cards.

No legitimate business asks for payment by Western
Union, MoneyGram, or by gift cards. Requests for payment
through these avenues are one of the hallmarks of fraud.
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CARP CRACK!NG
A related form of counterfeit check fraud is known

as "card cracking." Like other fake check frauds.
this fraud takes advantage of the fact that money is

credited to accounts and can be withdrawn before the
check bounces.

These fraudsters recruit young people on sociai
media sites, enticing them with offers to make rnoney
fronr home. Those who respond, usually students, are
asked to provide their full bank account information,
including security questions, PlNs for ATMs, and a
range of other personal information. These are used as

"mule" accounts by the fraudsters.
The fraudsters deposit fake checks into the muie

accounts, wait until the account is credited, and
then withdraw cash from the account by using
ATM machines. Thelr rnay pay the rnule part of the
proceeds. Mules are told that if anyone asks about the
activity involving their accounts, they should simply
say that their ATM card was stolen. They are falsely led
to helieve that they wil! nct be responsible

ln reality, these mules are co-conspirators who may
be Brosecuted. At the very least, they ruin their own
credit.

Cumulative losses for this type of fraud can be large.
TheAm"g_r'LEa!_"tsEnk"e,rsAs.ggclalion-Le_geiLEthat just
between July and August 2O14, banks experienced
more than $18 miltion in card eracking attempts.

The same tactics can be employed ts launder
money for other iypes cf fraud. There is no apparent
connection between card cracking fraudsters and the
other fake check fraudsters discussed in this report.
Those involved in cracking have beerr successfully
prosecuted in (at ieast) North Carslina. Virqinia. and
in enforcement efforts in tvleAbellan. in adelition, two
crackdowns have been announced by the Manhattan
DA. First crackdown. selond crackdown. The FTC has

also warned about thls fraud.

Money mules
Fraudsters often seek people to help collect money.

The fraudsters know that the traditional method law
enforcement officials employ in investigating is to follow
the money. Thus, when money rs initially coliected and
forwarded by someone rryho is not directly involved rn the
fraud, it becomes much more difficult to find those actually
responsible. Those providing this assistance are known as
"mules," and they may or may not know that there is fraud

involved. Sometimes mules get a part of the proceeds.
Mules may get involved in several ways. Some ma5,

respond to a job offer online which they belteve to be
legitimate that involves transferring money. Another
favorite tactic to obtain free help is for the fraudsters to
use romance fraud victims to help them. l\ relglt BEE
EeB q G_glrrgmglge.]f{fgdg ex p I a i n s t h a t t h o s e r u n n i n g
these frauds meet victims online, "groom" them for an
extended period, and then ciaim an emergency to get the
victirn to send money. But victims are useful even if they
have no money to send. Victims are often provided with
plausible reasons why their romantic interest,/fraudster
needs some help. Romance fraud victims provide lhe help,
not realizing that they are assisting in a fraud. lf mules, even
romance fraud victims, come to realize that they are doing
something illegal, the fraudsters sometimes threaten them,
either to end the "relationship" or to turn them in to law
enforcement.

Mules also may be involved in printing and mailing
checks.

F{ow large frs tlre fake s*resk
problelm?

Frauds employing fake checks are growing rapidly and
cost bil[ons of dollars. The number of complalnts received
by the Federal Trade Commission's (FTC) Consumer
Sentinel databrase (Sentinel) and the lnternet Fraud
Complaint Center (lC3) more than doubled between
2014 and 2OlZ rising from 12,781 lo 29,513. The National
Consumers League (NCL), which also receives complaints
from fraud victims at fraud.ors, found that fake checks
complaints in 2a17 were up 'i2 percent and were the second
most common type of complaint over all (after goods
ordered online but never delivered). Fake checks were
involved in 7 percent of all complaints filed wlth BBB Scam
Tracker,

The Postal lnspection Service reports stopping fake
checks with a face value of $62 billion from entering the
United States in fiscal year 2017. Postal lnspectors also
intercepted 13,724 counterfeit postal money orders, and
55O non-counterfeit postal money orders, with a total face
value of $14,157,2O4.

During 2O16, total check frauds cost banks $789 million, a
25 percent increase from two years before Ffforts by banks
stopped $7.8 biliion in losses to victims in 2A$.

Because checks flow through a national system, one
would expect records to be kept on how many of them
bounce after being deposited. The Federal Reserve, which
handles the clearing process between banks for rnost
checks, does not maintain figures on losses. Thts makes it
difficult to determine the amount of money vtctims lose
(or that fraudsters make) from fake check frauds. The best
data availabie are complaints about fake checks and the
amounts banks lose to counterfeit check frauds.
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FAKE CHECK COMPLAINTS AND LOSsEs tsY AGENCY AND BY YEAR

2015 17,923 $17,817,271

2016 2A,9s4 $20,136,112
2017 24,437 $25,073,672
TOTI\LS 63,134 $63,027,055

6,188

5,503
5,076

x6,767

Complaints
There are two databases of consumer fraud complaints

in the U.S.: Consumer Sentinel and lC3. Sentinel contains
complaints made directly to the FTC but also gets
downloads of complaints originally made to BBB, the NCL,
the Postal lnspection Service, Western Union, MoneyGram,
Publishers Clearing House, many State Attorneys General
and other sources. Local police generally do not contribute
the complaints they receive. Sentinel ls available online to
thousands of state and local enforcement agencies. Hosted
by the FBl, lC3 is similarly available to many enforcement
agencies.

BBB's Scam Tracker system has received 5,820
complaints involving fake checks between 2O15 (when the
program began) and the end of 2017. After complaints filed
as "fake checks," BBB found fake check frauds were also
included in reports about employment frauds, sweepstakes
fraud, and smaller numbers in areas such as bogus grants,
tech support, online purchase fraud, and rental frauds.

Fake checks rank as the 6th rnost common fraud
reported to Sentinel in 2017. Losses averaged g1,OO8. Most
victims were contacted by mail, and the most common
method of transferring money to the fraudsters was by wire
transfer (typically Western Union or MoneyGram).

FTC and lC3 numbers from January through May, 2018,
suggest that the trend line is unlikely
to change. Curiously, complaints
to the Canadian Anti-Fraud Centre
(CAFC) dropped somewhat over
this period.

ln 2OO9, there was a coordinated
effort by law enforcement and
private partners to concentrate
on fake check fraud, with
both consumer education and
enforcement efforts brought to
bear. The fakechecks.orE web site
was constructed during this period.
Complaints in Sentinel dropped
dramatically after these efforts
before they started climbing sharply

in the last four years.
These complaint nurnbers

understate the actual extent of
the fraud. As the FTC has found
in fraud surveys it has conducted,
the vast majority of fraud victims

$2,O02,OOO

$zoB3,ooo
$3,611,OOO

$12,696,OOO

never report il. ln fact, the FTC has found that less than
10 percent of fraud victims ever report to BBB or law
enforcement.

The number of victims who file a report that goes tc.>

Sentinel or lC3 may be even lower. A fraud survev released
bv the FfC in 2013 covered frauds that had occurred in
2011, and it asked specificaily about counterfeit check fraud.
The survey found that roughly 4O0,OOO people in the U.S.
had been victims of a fraud involving a counterfeit check
in 2011. Tire Sentinel system received 33,359 counterfeit
check complaints in 2O1.1; suggesting that Sentinel onlv qot
complaints from I in17 of the actual victims. Presuming this
ratio is constant, this suggests that there may have been
over 5OO,OOO victims of a counterfeit check in 2017,

Banking Losses
The banking system has experienced an increase in fake

check fraud. The American Bankers Association (ABA)
recently completed a survey, "2O17 Deposit A,ccount
Fraud Survey Report." (2017 ABA survey). Results were
extrapolated from U.S. banks of various sizes for the whole
industry for 2016. These studies are done every two years,
providing a baseline for trends.

The 2017 ABA survey looked at losses to the banks,
rather than losses to consumers" In many cases victims of
fake check fraud don't have funcis in their accounts to cover
money lost In fake check frauds. Banks sometimes absorb
these losses.

All banks that responded to the survey had customers
who experienced check fraud, and nearly half of the banks
had themselves lost money to check fraud. Counterfeit
checks were the main tvpe of check fraud that banks
experienced, but it aiso included check "crackrng" schemes.

The survey for 2016 saw the first increase in check fraud
losses since 2OO8. During 2016, check frauds cost the banks
$789 million, an increase of more than 25 percent from
the $615 million reported losses ln 2014. Average losses
for check fraud were $'1,195 in 2016, up from $1,087 in 2014.
These losses also include losses from counterfeit money
orders. With the average check at $12OO, banks could have
been on the hook for funds for 65,750 checks.

As noted elsewhere in this study, most front-line
employees at banks, such as tellers, are familiar with fake
check fraud and make efforts to identify unusual situations,
warn victims, and try to stop the fraud. Banks reported in
the ABA survey lhal they conduct training for their staffs

$9,547,192
$15,935,970
$12,77A.164

$38,253,326

508
1,876
1,O24

3,4O8
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on fake check and other types of fraud, and many also
engage in efforts to educate the public.

The banks collectively have had some significant success
with these efforts. The ABA survey found that they stopped
$7.8 billion in losses to victims in 2016, although we do not
know how many victims - or checks -- were involved. But if
the average fake checks was for $1,2OO that would suggest
that 6,5 million checks were stopped by the banks.

The ABA survey also found that more than ten percent
of the time funds were obtained over the counter (from
a teller). But 74 percent of the time the money was spent
at a point of sale (e.9. where a debit card was used to buy
something, such as a gift card, or to withdraw cash to send
to a fraud).

FEsw sen we prevent and ev$ild
fake eheek sseffi$?
What banks do to help prevent fraud

While check fraud activity such as handwrrtten
counterfeit check writing and "krting" have decreased in
recent years, banks continue to address fraud rnvolving fake
checks.

So how do banks help victims? BBB talked to two banks
that make special efforts to combat the use of fake checks
used by fraudsters. Both do training for their tellers on how
to detect and stop the fake checks.

One of the most direct and helpful ways banks can help
their customers is simply to remind them that crediling
the money to their account does not mean the check has
cleared and is legitimate.

There are two opportunities for bank tellers to become
involved in identifying a fake check - when it is deposited
and when the victim wants to withdraw the cash.

Check Fraud Red Flags for Banks
" Out-of-state business accounts. Tellers can Cetermine

a lot from the check itseif. The check amount tends to
be in the range of $1,2OO to $2,OOO and may be missing
a company address or phone number. lf an individual
wants to deposit a check for over $1,OOO, tellers at one
bank give a printed brochure to the client.

* "Micr" code, or MICR line. AARP describes that code
this way: "The bottom of every real check has a series
of digits in an unusual font, representing the bank
routing number, the account number and the check
number, generaily in that order. That special font is
krrown as MICR, which stands for magnetic ink character
recognition. These numbers can be read bV specialized
check-sorting nrachines. Real magneiic ink looks and
feels dull to the touch. Fake MICR numbers are often
shiny. Though the iack of the MICR code is a sure sign
that the check is fake, new technology and ink allows
crooks to even copy this code."

* Unusual circumstances. ls it an eiderly customer that
rarely makes deposits? ls a deposit of this stze very

abnormal activity for the customer?
, Customer questions. lf the custorner asks when the

money will be available or if the check cleared, that is
a strong sign to tellers that a fraud may be involved,
since fraudsters are anxious to have victims send the
money before the check is discovered to be fraudulent.
And when customers have deposited a check and
ask to withdraw it in cash, simply asking nicely what
the customer may do with the money may produce
a response indicating that someone thinks they have
won a lottery or sweepstakes. Most people are willing
to engage, especially when it is clear that the teller is
honestly trying to help. For example, the teller may ask
why, if someone has won a lottery, the check is from a
tire company.

" Large deposits. Many banks also allow check deposits
through mobile devlces such as apps that take a photo.
These systems typically have a dollar amount limit on
the size of the check that can deposited. Banks can
also check the lP address of the depositor to see if it
matches that of their customers.
Of course, victims may deposit the check with an ATM or

banking app, but banks say that is not common. lf banks
suspect that a fake check is involved they do not have
to credit the customer's account. Banks can accept the
deposit, but send the customer a letter saying that they are
holding rt and won't process it pending an investigalion.

One chain of banks in Texas gives its employees an award
for discoverrng and stopping a fraudulent transaction. lt
has also set up partnerships ivith the local police, adult
protective services and BBB. The bank has developed
a speaker's bureau that goes out and talks to local
community groups and retirement centers.

When tellers at these banks spot suspicious transactions
they can call the local police, delaying the completion of
the transaction by claiming their computers are down, and
the police arrive quickly. Often the police are able to spot
a fraud victim and stop the fraud. ln other cases where the
fraudster, or a runner, comes to the bank (such as in a card
cracking situation) they can be arrested. This bank reports
50 or 60 arrests in the previous year.

ln addition, banks file Suspicious Activity Reports
(SARs) with the Treasury Department's Financial Crimes
Enforcement Network (FinCen). They can report fake
checks or other types of fraud. These reports can
be reviewed by bank regulatory agencies and law
enforcement, but are not public.

Companies like Advanced Fraud Solutions provide a
service thai allows banks to quickly determine if a check is
a fake. With this service, a bank can tell if other fake checks
have been reported on that business or account. Advanced
Fraud Solutions compiles fake checks alerts from financial
institutrons, adding about l5O,OOO new alerts monthly. They
report users have experienced a 7O percent reduction in
fake check fraud.

Advanced Fraud Solutions says that nearly every financial
institution in the U.S. has had its checks counterfeited,
typically as boqus cashier's checks.
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Law Enforcement
Law enforcement has done much work in finding

and prosecuting fake check frauds, though significant
challenges remain. Because rnules are used so frequentiy,
it is often hard to locate the actual actors behind the fraud
or to recognize patterns. Moreover, many law enforcement
agencies are not accustomed to dealing with fraud actors
that are overseas, and they may be reluctant to try and
extradite someone from another country, Howevel those
involved in fake check frauds have been successfully
exlradited from Nigeria.

Because most of these checks go through the mail they
are of special interest to the U.S. Postal lnspection Service,
which has long been charged with enforcing federal mail
fraud laws. Postal lnspectors are federal agents with guns
and badges and are the equivalent of FBI agents. They are
simply less well known.

ln addition, the FBl, the Secret Service, Homeland
Security lnvestigations, and other criminal investigative
agencies are often involved in cases involving fake checks
or other fraud affecting financial institutions.

ln addition to the prosecutions outlined above, other
recent efforts include;
- ln July 2018, a Nigerian man was le$gnge_d_le_p_tison

in Louisville for his role in a sweepstakes fraud. He sent
mailings to victims telling them that they had won a
sweepstakes or lottery, and included a fake check for
various "costs." The money victims sent went directly to
him in Louisville.

, ln August 2OlB, a man was indicted in pittsbqrqh for
his role in a mystery shopper fraud. He sent counterfeit
postal money orders to victims and received the rnoney
from those victims. He is alleged to have been working
with Nigerians in this fraud.

. ln January 2A1B five people were arrested in Dallas for
international fake check fraud. The indictment charged
that the defendants were involved in mystery shoppers
fraud, and in addition to counterfeit checks they also
employed counterfeit money orders.

. ln FebruarV 2017 three Nigerians ihat had been living
in South Africa were extradited to Mississippi and
qanyictgd bv a jurv of frauds including romance scams,
reshipping scams, fraudulent check scams, and work-at-
home scams, as well as bank, financial, and credit card
account takeovers,
Such prosecutions are in addition to the consumer

education efforts undertaken by many enforcement
agencies.

What to do if you have deposited a fake
check into your account
. Notify your bank or the bank that appears to have

issued the check.
. File a complaint:

- Better Business Bureau
. The Federal Trade Commission (FTC), or call

877-FTC-Help

, The Internet Crime Complaint Center, or lC3
- The U.S. Fostal lnspection Service
" Western Union, 1-8OA-448-1492
. MoneyGrarn, 1-800-926-94OO
. Green Dot, 1-866-795-7597
-, Canadian Anti Fraud Centre, toll-free from the US at

1-888-495-8501
. Victims who are seniors or other vulnerable adults

may be able to obtain help through Adult Protective
Services, which has offices in every state and many
counties. Find a local office at wwwelderjustice.oov.

Resources
* BBB's Scarn Tracker ailows you to report scams and see

if others in your area have reported similar frauds.
. The Office of the Comptroller of the Currency has

helBful.CXple4gtisgg for many of the common questions
that arise with fake checks.

* The American Bankers Association has resources fpr
consumers,

* Publishers Clearing House helps you check if vou*
have won their sweepstakes. or complain about
sweeostakes scams.

Recommendations
" Organizations such as BBB and regulatory agencies

should do more to provide fake check fraud prevention
education.

. With wide-scale use of money mules and others to
assist in frauds, it would be useful for law enforcement
agencies to work coliaborativeiy to both identify these
individuals and to take action to ensure that they end
these activities. Prosecuting them criminally may not
be necessary, especially if they were not knor,t,ing
participants in fraud, but administrative or civil actions
could be taken simply to ensure that these activities
cease.

' lnvestigative agencies may need more resources to
effectively prosecuie fake checks and other widespread
frauds.

, Continued law enforcement coordination and training
with enforcement counterparts in Nigeria and elsewhere
remain important and should be strengthened.

" Banks arrd financial institutlons might consider more
collective efforts to educate their customer base about
fake check frauds.

. Retailers should ensure continued training in identifying
and alerting customers to potential fraud surrounding
gift card purchases.

By Steve Bakef BBB lnternational lnvestigations
Specialist



ls A Loved One Wiring Money, Purchasing Gift Cards, Sending Cash, Checks or Money Via
Cryptocurrency Such As Bitcoin To Someone They Met Online Or On The Phone Or Text?

It may be to a fraud criminal, often overseas. Help them to approach alltexts emails, direct messages, and
phone calls with skepticism. Be supportive, not judgmental, and don't lecture. There is a fraud for everyone,
of every age. Be careful of the language used in communicating during your discussions with them. Avoid

victim blaming, and words such as 'duped'or'fell for'. These are often large organized criminal enterprises
involving overseas perpetrators defrauding victims in many countries, run by professional criminals.

Common Frauds That May Target Older Adults.

o lRS, SocialSecurity and other gov and business imposters They pose as govt agents demanding money
for past taxes or that your Social Security or Medicare card has been frozen. A business 'customer service'
calls to say your bank account is at risk, or a package can't be delivered. ln most cases, your bank will not
refund money (or bank account/pin/passwords shared with someone impersonating a bank official,

considering it an 'authorized account'.
o Relationship or romance imposter crimes occur when a criminal adopts a fake online identity to gain a

victim's affection and trust. The scammer then uses the illusion of a romantic or close relationship to
manipulate and/or stealfrom the victim. lt often includes 'investing' in crypto currencies.

o Grandparent or family emergency You are told a relative or friend has been arrested, was in a car

accident or sometimes even kidnapped and needs money immediately.
o Lottery and sweepstake frauds You've been told you won a contest or sweepstake and must pay taxes

and other fees before collecting your money. These demands continue with escalating demands.
o Tech support and customer seruice frauds You are contacted that your computer has malware and needs

repaired, or that a company needs information from you, or payment to continue service.

To Report:

ln addition to reporting to the police and your financial institution- help your family member report to one or
more of these nationalgovernment complaint centers. The FTC and lC3 are library of complaints for federal
agents and local law enforcement throughout the US to be able to access as leads and identifying additional
victims during an investigation. Be sure to include account information for each transaction and to download
or print the report. There are links to comprehensive resources, tip sheets and videos that may help in

education and interventions.

o The FBI's lnternet Crime Complaint Center wryw.icS.qgv
o The Federa I Trade Com m ission ( FTc) at wraryq. repg*Irc-u-d J_!g.gqv_a_nd

o For cases involving-ldentity Theft, review guidance and report at the FTC's wurw.idgllilylhqt=gqy
o Your local Adult Protective Services helps older adults and, in some states, includes those with

disabilities who have been defrauded or exploited or may have been abused/neglected. To find your
local or state program contact the Eldercare Locator Service at 1-800-677-1116 or
h tt p t/le I cj e r c a r e . a c Lg s U/ SlibLtdl n d CIGtpI-
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lf your family member is in a type of assisted living facility, the Eldercare Locator can also assist

in finding your local Long Term Care Ombudsman who may be able to help if someone is

financially exploited. The Elder Locator Service can also assist in locating nearby senior centers,

as wellas other local helping agencies.

Contacting your local 2!L can also help in providing information on resources such as food

banks, government benefits, housing, counseling, and other programs at https://www.211.ore/

Are You Concerned A Fraud/Criminal Scammer ls Contacting Your Familv Member?

How To Talk With a loved One Who ls A Victim of Fraud

Anyone can be a victim of fraud. Show empathy and take steps to help empower a victim, with statements

such as 'it's not your fault', 'l'm so sorry this has happened to you'. Who is the best person in your family or

friends circle who should take the primary role in intervening, that would have the trust of the victim? Don't

lecture or 'blame and shame' and avoid terms such as 'duped/tricked/swindled. They were victims of a

serious financial crime, and deserving of respect, empathy and understanding. See the sections that include

counseling and the programs through AARP and Wvrrygllghtcybercrime.org for additional support programs.

Put the focus on the criminal (criminal enterprise). Help in efforts to enhance their self-worth through healthy

activities and relationships.

When in doubt, reach out- Help your family member contact their financial institution and Police/Sheriffs

Dept. for advice if you think he or she may be talking to a scammer or if defrauded. Help your family member

do a computer search with the topic they are describing and add the word 'scam'or'complaint'to the search.

Once money is sent, it is usually impossible to get it back, especially if the money ends up in another country.

Sharing videos with other similar victims' stories and news articles may be helpful.

Stay open so they can come to you when they do realize it's a fraud. Until then, sometimes there is nothing

you can do but wait- and support them in ways to support self-esteem, avoid boredom and loneliness. What

are you helping them to do/find to replace this relationship/connection to the criminal or what he/she/they
are promising? Relapse is a normal part of the process. Just acknowledge that and move forward.

lf your loved one has a spouse, is the spouse in agreement or against this 'eroding of their financial assets?'

Work with that spouse and support their steps to protect their interests and self-esteem as well.

Start where the victim is- rather than lecture, try to understand. Lecturing seldom works.

lntervention is not a onetime event - it's a process, based on trust.

What are you encouraging your loved one to find to replace the relationship based on fraud or the

hope/dreams that relationship promised?

Build on efforts to increase their self-esteem, ways to be 'important', through activities and healthy

relationships. Celebrate their successes, however small, in stopping contacts with the criminal/s.

o

o

a

c
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Be Aware of These Warning Signs and Criminal Techniques/Safety Precautions for All

o Fraud criminals claim you've won money through a lottery, sweepstakes, grant opportunity, or car or

promise you willget anything for free.

r Fraud criminals contact you about a purchase, delivery, or transaction you don't remember making,

received in a text, email, or phone call.

o Fraud criminals claim to be from the government, saying you owe taxes, your social security has been

suspended, there is a problem with your Medicare benefit, or pretend to be from your bank, a utility or

even a business-like Amazon, Zelle, PayPalor a parcel delivery service.

r You didn't initiate the exchange. lf someone contacts you 'out of the blue', by phone, text, mailings, or

email- that's a warning sign. Assume people and companies aren't who they say they are - especially if

they initiate the contact.
o You're asked to pay in a suspicious way (using gift cards, cryptocurrency, or wire transaction through

your bank, or opening a bank account and forwarding funds, or pay through peer-to-peer payment

apps like Venmo, Cash App, PayPalor Zelle to a stranger). Gift cards are for gifts to those you know-

never as a form of payment.

o You receive a popup on your computer saying your computer is at risk- or a phone call stating you have

a computer issue and need to give them access to your computer. They may contact you saying they

want to give you a refund but need your bank account information. Don' click on the link or respond.

o These criminals want to trigger you to heighten your emotions, causing you to panic, or 'let your heart

rule your head' often through false promises, friendship, 'love-bombing', threats or ask for your

financial sacrifice to help others. Increasingly they are offering cryptocurrency investment

opportunities, that often result in one's life savings being stolen.
r They demand payment immediately and request/order you not to tell others in your family, friends, or

police.

o A money mule is someone who receives and moves money, such as to another bank account, that

came from victims of fraud. Money mules may be recruited from prior victims. They may be arrested

even if they don't know the true intention of the scammer. lt is money laundering. For a good video

public service announcement on money mules to share with a loved one see the US Postal lnspection

Service link at h,q!.ps:/lwww.uspis.govl'news_/scam-articlelm.oner,-mule
o Don't pick up calls from unknown numbers or caller lD numbers that seem suspicious- let calls go to

voice mail so you can research before deciding to call back. Don't respond to text messages or calls

asking for financial information or payment. Don't respond to emails demanding payment for
suspicious invoices.

o Freeze your credit so criminals cannot open new accounts in your name.

o Don't click on links in texts, emails, or other messaging apps, even if it looks like a company or person

you know. Verify the company emailor phone through an invoice or prior statement.

o Change bank accounts, credit cards, and other accounts known to criminals. Ensure computer and cell

phone don't have viruses. Freeze credit. See Urywjielrtqyber{ i for other safety measures.

o Slow down and trust your gut. Ask a friend or family member about suspicious messages, promises or
requests -especially for information or money. Research the solicitation first. Often putting the O
request with the word scam or complaint will provide needed information.
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National Support and lnformation:

***National Elder Fraud Hotline {US Dept. Justice} 1-833-373-8311.

o They can help with suggestions, support, information and help in reporting the fraud.

btlp"#1,=r-vqqlp-gp-v-{p-Lqsr"ggl-q!p-p.:-e-lqsLl"iau0i}-r -c-vr-drir-s:}€lp-:fF:.tqihs,b"qpe

AARP Fraud Watch Hotline 1-877-908-3360
o Hotline that anyone can call if they believe they are being scammed or are not sure what to do. You do

not have to be an AARP member to call. https://www.aarp.orglmonev/scams-fraud/helpline.html
o AARP also has a REsT program where fraud victims and family members can call in severaltimes a

week on a zoom/phone chat format to share stories in a discussion with other victims and family
members about frauds, facilitated by an AARP trained volunteer.

o For more information- https://www.aarp.org/monev/scams-fraud/voa-rest-program/

Financial lndustry Regulatory Authority (FINRA) Securities Helpline for Seniors L-844-574-3577
. h:!p.i,/LglvW.!3:fe-qigl]nyqglitil/13ge*[eht'Igjpl$g_qe1Lr_ig for questions on brokerage accounts and

investments, concerns an account is mishandled or fraud concerns including cryptocurrency

Cybercrime Support Network lywg1jighlty_berer-!5-re.*rg lncludes how to freeze your credit, action steps after
being defrauded, links to report, discussion of many scams, veterans' info, and safety information.

o This site includes a free 10 week online/phone facilitated peer support group for victims of romance

imposterf rauds.h.tjpn#lsllqy,l;eru{iry:g-.Q3-g/plpg.L1i1pJgg-qL:,qB31SIC

ldentity Theft Resource Center 1-888-400-5530 vqyglvJgllellgg$elg"g
o lncludes information on how to freeze/unfreeze credit, thefts of social security numbers and actions to

take on many scamsfrauds, including tips on ldentity Theft and the Deceased.

lnternal Revenue Service (lRSl

o Taxpayer Advocate https://www.taxpaveradvocate.irs.govl
o ldentity Theft and other Victim Assistance https://www.irs.gov/identitv-theft-central

Nationalsuicide Prevention Helpline dial '988' or !-8OO-273-8255

Senate Subcommittee on Aging Fraud Hotline- 1-855-303 -947O h$pfilwWW-eel1li;.i"g1rq1egqy/-ft4-l1gjtAline
o May be useful in sharing frustrations at lack of response of systems, such as investigations and other

government response, financial institution response, victim assistance response (or jobs welldone).

Cognitive Decli ne Suspicions?
o lf your loved one is suffering from a possible dementia, or other disease or you are concerned there

may be some indication of cognitive decline- consider sharing these concerns with their doctor.
o Review the resource guides provided by the Consumer Financial Protection Bureau (linked below)-

including with your family member and their spouse if married.
o Find information and support for caregivers at The Alzheimer's Association at yy}gw.Al4.Q.tg

o Find ari attorney? Natjonal Acaclenry af ilder Law Attarneys littpsllgrlgg.llg*qlii"pjgl or local Bar s
Association for lawyer referral services.
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Consumer Financial Protection Bureau Guides: Helpful government issued guides to deal

with issues such as financial caregiver options, planningfor diminished capacity and

informationonmanagingotherpeople,smoneyat

o Considering a Financial Caregiver: Know Your Options
t$fpe#t4,eq.cqry!ffierbat-ls-gq#-fidelqunen.lvllphi!"rt"rdqrinll-i:firr6g$gi;cPlgqlv€r$"n-8!g:va!t:
ss!i-q.n t-*sglib-a!3lJSsqf

r Planning for Diminished Capacitv and lllness Guide
https://files.consumerfinance.gov/f/dgcuments/cfpb planning-for-diminished-capacitv-and-
illness consumer-advisory-bulletin.pdf

o Guide to Managing Someone Else's Money:
ItlpsJ/w!$ry-q!-rigllrye-fuarqe*g.syliqil.Lurlgr*tp-q-b/rrcit-eglilgl,q"ne-a!e-e-!-:g::narcy-including
sections on Power of Attorney, Govt. Fiduciary Trustee, or Court Appointed Guardian Roles

Online classes and meeting groups may help with boredom and loneliness, and
those with mobility issues in 'finding what to replace that fraud relationship'. lt
may be helpful if you join them in the first few classes.

. Engaged The National Resource Center for Engaging Older Adults
o https://www.engagingolderadults.orgl

o GetSetUp !yWyq,.gq-l,lg-Lu!.-q:rg Offers over 3,000 classes, online activities to both teach and learn
with other older adults in many countries and languages.

e Cyberseniors: Connecting Generations https://cvberseniors.org/
lflipp-/1ylWly,,,VS.UL\ibq,gq.CUiel*y}-l...fp€ni-!t{-t.{-q-lrygIl-}:1deqs (past presentations)

o Covia.org https://covia.org/services/well-connected/
o University Without Walls https://www.dorotusa.ors/our-programs/at-home/universitv-without-walls
o Foundation For Art and Healing- the Unlonely Project https://artandhealine.orelaeine/
o Osher Lifelong Learning lnstitute- through local universities

o Link to local programs- https://sps.northwestern.edu/oshernrc/
r Local programs perhaps through senior centers, community colleges, libraries/local, state warmlines
. Memory Cafes for those with dementia to connect with each other-

. https://www.dementiamentors.org

' b!*e1lil"v"qps-uq-lnd-!r-n,lqql

Family/Caregiver Suggestions for Working With Chronic Victims:

AARPProtectYourParentsFromscams-Here'sHowToTalktoThem""fi4r,..,r-]!\It.ii.iill.()iri rlLlr4i\1.--t4tll!-

irilrid,:r":. !-ti.,$:,1!,!-Lprgt!il1i-ui-l-!-l pillq,ul.:,Lt,ttlll::sqarr s.hIul

Family/Caregiver Emotional Support With Victims And Family Members (meets severaltimes a week) U

httg!/lW.y/_W.Ae{p-.otgl-ilL*-t:fyl"$,Lqf'-r"t:te!dri-v-q"g:t"-€_tL.F-I"A-SG$l
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Encourage loved one to place credit freeze on their credit. lt's a good idea for everyone in family- including
children ln CA l!!rrS:#-qqg,q4.,gQ_Vl_cjlh.ell/trylqL$C_$).1r;-sige!,s,. Also contact the ldentity Theft Resource Center

for more information,

lf loved one is in counseling- ensure counselor is knowledgeable in working with fraud victims or willing to
learn and share resources such as bbb.org/scamstudies, articles posted in ggUfflq.ggg W.ry&-A-AlE."p-Lg and

others. Consider the ReST program through AARP for family members as well as your loved one. lf someone

is a victim of a romance imposter fraud, consider the free 10 week support group at
https:/ffightcvhercrime.orglprosrams/peer-su pport/

Reinforce their sense of dignity, self esteem in other ways and in small steps (perhaps with other fraud

criminals they do recognize and block). Find ways to help them connect/reconnect with local activities, goals

and connecting with other people.

Some social media groups such as Facebook, have great online support groups for victims and family members

that have helpfultips as well as a great support system. But be careful, criminals may also be lurking. Stay on

the main site.

Notify doctor/banks of your concerns- they can receive information- just can't share it with you.

Consult with a licensed tax professional if you wish to see if any of the amounts stolen can be deducted from

both state and federal taxes. The laws have changed in the last few years.

o lf the fraud involved crypto-investment or other investment frauds, this site may be helpful but should

not be relied on in the absence of a licensed tax professional such as a CPA.

o You may also want to check with the IRS Taxpayer Advocate, especially if you are unable to pay taxes

due, as a result of the crime at lllp;.11ry-VUlV3afp-+Veladyg-qp!e=if-s*g-(r,'Vlqryr&{!:-u$l or t-877-777-4778.

o GlobalAnitscam.org has a tax guide for US residents who have had money stolen in crypto-investment

frauds. Please consult with a tax professional as to the legitimacy of this information for your situation.

b!!p,i-,,i1*wyv-wgip-hejat-tissem-o: *k-a-5,U?-Q?] Jex-lLl.ng:ssrdsja"L:u:-0-!-taltrJl!!tir-l-

Sign up for g1ry_ry.[g[il!_a!-di,gpqf!.tg_itn for a weekly digest of arrests/prosecutions/trends in these types of
transnational technology facilitated frauds/scams.

Look for videos of victims sharing their stories that are like your loved one (including race/ethnicity if
possible). But only do this if they are open to viewing- don't force or threaten to get them to watch.

Consider having computer/cell 'cleaned' by local computer company. Many of these fraud criminals have

installed malware on the phone/computer- and have access to all emails, banking etc. Some may even wipe
the computer clean of every record/email/photo when they recognize they won't get further money from a
victim.

Take steps to protect your own online presence re computer safety, online social media (ensure privacy

settings are set to privatefriends only)for everyone in the family. Work on building positive
encounters/events with the loved one. lf they are still involved, ask questions that can get them thinking
about some of the 'things that don't make sense', or ask them about the fraud criminal's promises made and

promises kept, vs their own. 
U
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should I Hire An Attorney or Seek other LegalAdvice?

ln some cases, it may be helpfulto consult with a civil attorney or legal aid group, particularly if.the

involvement of an ;it;;;t ;ay be rretpiut in dealing with a financial institution regarding Ros:ible

recovery/or possible bank liability (very difficult to prove under current laws). They may also be helpful if a

crime victim is ,judgment proof, seeking possible bankruptcy, or assistance with creditors, or in further helping

to verifo their 'involvement'with criminals, protect a spouse's assets'

o Find an attorney? Nationalniademy of Elder Law Attorneys https://www.naela'ord or local

Bar Association for lawyer referral services'

o US Bankruptcy Court- information if you are considering bankruptcy

l-

i t"t O"Oit c*'*eling/Ba.nkrypicy Counseling help'
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Myth Two: For most of us, fraud schemes are easy to spot. By Anthony

Pratkanis. The general public believes that scammers usually employ

giveaway clues such as typos, poor grammar or a shifty demeanor on the

phone.

ln Cxd3$rI{;_u":ny.,$'*:tja!iai:g lost a record amount to scams last year, Catriona

Lowe, Deputy Chair of the Australian Competition & Consumer Commission,

points to a factor identified by others: "We have seen alarming new tactics

emerge which make scams incredibly difficult to detect. This includes

everything from impersonating official phone numbers, email addresses, and

websites of legitimate organizations to scam texts that appear in the same

conversation thread as genuine messages."

Over 50 years of research on detecting lies finds that the same results apply to

detecting fraud. People generally think that they can spot liars based on their

insincere demeanor. This may work for the people we encounter on an

everyday basis, but these types of cues are a poor means of detecting lies

(slightly above chance in laboratory tests). This is especially the case for con

grifters who ooze fake sincerity with a "naturalness and uniformity of

action." Unfortunately, con criminals' ability to do this will only improve as they

adopt new artificial intelligence tools.



The implications for fraud prevention: (a) when training or educating people do

not assume that a fraud can be easily spotted and, (b) based on research in lie

detection and my own research on fraud (with Doug Shadel and published by

AARP in Off the Hookl, all of us need to be very skeptical and question critically

the information we receive.

Need an expert witness for consumer protection or fraud issues? Let me

know.

New links!

Fraud Studies: Here are links to the studies I've written for the Better Business

Bureau: puppv fraud, romance fraud; BEC fraud, sweepstakes/lotterv

fraud, tech support fraud, romance fraud money mules, crooked movers,

qovernment imposters, online vehicle sale scams, rental fraud. qift cards, free

trial offer frauds, iob scams, online shoppinq fraud, and crypto scams

Fraud News Around the world

. Seattle. Wo-man gets 30 months prison for using lD theft to take over

bank accounts of 316 victims; got over 9100,000

. Nelada: Man plead$ guiltv to check fraud; qot bank account information

from foreiqn telemarketers and then used that to create checks and debit

accounts: took in millions

. Podcast interview about puppy seamgjy Bob Sullivan

. Malaysia: online scammers offelneney for use of people'g bank

accounts: use the.-m as money nnule accounts

Sinqapore: Nine men arrested for actinq as monev mules for

impersonation scams claiminq to be Chinese officials; rental scams: and

bank phishinq scams

. South Kqrea: Three men qet five to eiMhome rental

fraud

. New York: Two arrested for qrandparent fraud; came to victim hgmejq
collect money



. Alabama: Two arrested for ATM skimminq

. BBC. Amazon customers are receivinq uno_tdClgd_Scarvgs

. Sacramento: Woman gets a vear prison for identitv theft to steal social

security benefits of others: conspiracy alleqed: ordered to repav

$490.000

Humor

. Thieves use chickens as a diversion to undertake home robbery

. Two in Florida arrested after thev st@ailer and were

cauqht sprav paintinq it outside motel

FTG and CFPB

. FTC sends cease and desist le_tlerg tq.3Z eveqlass prescribers warninq

them that they must give a free copv of prescription

. New FTC alertebout jab scams-zE%increase in 2022- noedja loss

$2000

. FTC is sending $1.1 million to victims of free trial offer/subscription trap

operation RevMountain: sold teeth whiteninq products

. FJQ_And State of Pennsylvania qet order banninq debt collection scam

from operatinq: hit small businesses and not for profits

Virus Benefit Theft

. Two dozen emplovees of Chicaqo Park District resiqn over PPP fraud

alleqations

. Nevada: California man pleads quiltv to theft of unempleyment benefits

from California, qot at least $261.000

. Detroit: Man pleads quilty to lD theft to steal unemplovment benefits: qot

$300.000

. New Jersev: two indicted for PPP fraud: qot $3.75 million

. Florida: Former prison guard indicted for PFP fraud; qot $20.000



Social media

Business Email compromise fraud

IRS and tax fraud

Ransomware

Data Breaches

Bitcoin and cryptocurrency

ATM Skimming

Jamaica and Lottery Fraud



winninqs: took in more than $6 miliion

Romance Fraud and Sextortion

. Niqeria arrests woman who scamlned German man in romance fraud;

met on lnstaqram

. lndia: Two Niqerians arrested for romance fraud

. Rhode lsland: Texas man qets more than three yearg prison for romance

fraud: pretended to be with US militarv: qot at least $1.5 million; sent

funds on to lndia and China

. Group savs US victims reported romance fraud losses of $1.3 biliion in

2022: up from $547 the vear before

Just for fun: Johnny B Goode, from Back to the Future

Add to the News! Have you seen a recent prosecution or other fraud

information that others should know about? Send it into the Baker Fraud

Report at steve@ bakerfra ud report. com
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